VPN-FIREWALL-ROUTING

NETWORK B

NETWORK A

Sadece 10.1.1.199 bilgisayan 172.16.2.100 bilgisayarina erigsecek.

172.16.1100/16 172.16.2.100/16
D.G.172.16.1.1
iR 101.2.100/8 D.G.172.16.11
D.G.10.111 D.G.10.1.11
10.0.0.0/8 D.G. 10.1.11/8 D.G.17216.11/16
o ; Port1/5
Port 1/6 Port 1/6
190.9.10.1/24 190.9.10.2/24
172.16.3.100/16
172.16.4.100/16
10.2.2.110/8 102.3.110/8 DoZIEL D.G. 172.16.11
D.G.10.1.11 DG.10.1.11
Sirasi ile resimlerdeki islemleri yapin.
Network A :
(R ROUTER-10.1.1.1 x o+
< C Y A Givenlidegil | 10.1.1.1/#system h* ¢ % ¢ @ OO K 2 m 8§
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(h) HIR

Device status Signal contact 1 status
Alarm counter Alarm counter Alarm counter
M Basic Settings
| e System data

System name ROUTER Power supply 2 present

Network

Software Location Hirschmann EAGLE Uptime 0d 2h 22m 42s

Load/Save Contact person Hirschmann Automation and Control GmbH Temperature [*C] 4

External Mem. ; cpiss

S ey Device type EAGLE30-0402206TT999TKKVIHSE3F HW: 0;  Upper temp. limit [°C] 70

Port
Power supply 1 defective Lower temp. limit [*C] 0

Restart

© e
@ Device Security

@‘Q Network Security
g v R

) Virtual Private Network




() ROUTER - 10.1.1.1 - Global X +

& C Y A Givenlidegil | 10.1.1.1/#routingGlobal ¥ @I’l 83

5 Uy ygulamalar wew Software Tools ™ Luther (2003) - IMDb iWorkBetter UZAK  wew Belden Global Catal.. e https://siemens-my... . Hirschmann Autonr

Routlng Global
Operation
® On O Off

@é Network Security

7 Virtual Private Network Send echo reply V‘
:x: Switching Send redirects 4
@ Rk Rate limit interval [ms] 1000
I Global Rate limit burst size 6
S
ARP Default TTL 64

L oser
| Routing Table
L Tracking

L3 Relay V

Loopback Interface

2

(R) ROUTER - 10.1.1.1 - Configuratic X =+ -

&« C Y A Gavenlidegil | 10.1.1.1/#routingPortsConfiguration * Ql ¢ ® O PK =2 m § N O !
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Routing Interfaces Configuration

Port on

Port status IP address Netmask Routing Proxy ARP MTU value

8 switching ] 0.0.00 0.0.00 @ 1,500
@Roming 0.0.0.0 0.0.0.0 0 ] 1,500
o4 0.0.0.0 0.0.0.0 ) 1,500

I Global
v 0000 0000 ) 1,500
L Interfaces v 101.11 255.0.0.0 4 1,500
c4 190.9.10.1 255.255.255.0 o4 ) 1,500

I Configuration

| Secondary Interface Addre:

L ARP

VPN baglantisi

L osee
I Routing Table

L Tracking

l L3 Relay

I Loopback Interface ‘/ "3 E)'i I



VPN boélimiine gecin ve Wizard butonuna basin.

VPN configuration

1. Create or select entry | VPN index VPN description Remote host Operational status Startup
m
3. Endpoint and traffic selectors
4 »
VPN index 1
VPN description VPN

VPN configuration

Authentication psk -
Pre-shared key (PSK)
Pre-shared key | ceeeenes
(PSK i i ini i i
) sifreyi kendiniz belirleyin.
Confirm Orn. 123456abcdef
C4 Change

Local Certificate

Encrypted Private Key

Certificate Authority

Pass Phrase Confirm: v Change
(Private Key)




VPN configuration

Endpoints

1. Create or select entry

Remote endpoint 190.9.10.2 Diger cihazin VPN port adresi
Local endpoint 190.9.10.1 Bu cihazin VPN port adresi
Add traffic selector
f
M| Traffic select.. Traffic select.. Source addr... Source restri.. Destination a.. Destination r..
M 1 Any Traffic 10.0.0.0/8 any/any 172.16.0.0/16 any/any
Ayari yaptiktan sonra ekle
Traffic selector Traffic selector (Any Traffic
index description:
Source address 10.0.0.0/8 ) Source
(CIDR) ( restrictions: anylany

estination ) (172.16.0.0'16 ) Destination

restrictions:

Remove

(2)

VPN configuration

1. Create or select entry General
Margin time [s]
2. Authentication
IKE/Key-exchange
3. Endpoint and traffic selectors :
Version ikev2 . Startup: —

i[dKeEnigicearltype, address v IKElocal ID: user1@gmail.

tIigr;ote identifier  ,4dress  + Remote ID uSer2@giail

WE sychange main v IKE key modp1024 ~  IKE integrity Ry
mode: agreement (MAC)

IKE encryption: aes128 ~ DPD timeout [s|: = 120 IKE lifetime [s]: 28300

IPSec/Data-exchange

IPsec key modp1024 IPsec lifetime [s]: = 3600
agreement

'I:I:As:éjintegrity hmacshal + IPsecencryption:  .c128

e (o] T



Vpn'i aktif etmek igin.

(R) ROUTER - 10.1.1.1 - Connections X =+ - a X
< C (} A Givenlidegil | 10.1.1.1/#vpnConnections * e OO K Im s HOD»P
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(h) HIRSCHMANN

—| VPN TrTmf Stat Traffic selector Sg;rrceq Source Destination Destination Versi Start
| description Do als description accross restrictions address (CIDR) restrictions ersion artup
index (CIDR)
| External Memory 0 veN & ikev2 initiator
] c1 Any Traffic 10.0.0.0/8 anyfany 172.16.0.0116 anyfany

| Port

| Restart

@ Time
@ Device Security

@\ﬁ Network Security

7°[] Virtual Private Network

VPN i aktif etmek igin satir tikla ve Wizard
butonuna bas

| Overview
| Certificates
l Connections

D¢ Switching

VPN configuration

1. Create or select eniry + host Operational status Startup Authentication type VPN active

v
I’ 2. Authentication 9) 9)

3. Endpoint and traffic selectors

4. Advanced configuration

Satir kenara kaydirip VPN active tikini
isaretle sonra satiri tikla

]
VPN index I ‘0
VPN description l ‘0




VPN configuration

1. Create or select eniry : host Operational status Startup Authentication type VPN active

(1) : v

2. Authentication

3. Endpoint and traffic selectors

4. Advanced configuration

Satir tiklandiginda bu
bilgiler agagi gelecek

4 »
VPN index 1
VPN description VPN
-
® ROUTER - 10.1.1.1 - Overview X 4+ =
&« C A Govenlidegil | 10.1.1.1/#vpnOverview * e @O &mE NON [}
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VPN Overview

Connection

Connections (max.) 64

External Memory
Max. active connections 16

| Port
| Restart Overview agnostics  Connection errors

Connection

{ _ ; VPN : Used IKE Operational 7
@ Time L] VPN index description VPN active Jesion Startup stslus [ess]labllshed Local host Remote host

@ Device Security =

@l etwor securty \

EC 7] Virtual Private Network N i - -
= Vpn'in Aktif oldugunu bu sekmeden goriin.
I Overview Degil ise bir dnce yaptiginiz islemi yeniden yapin

| Certificates

I Connections

:x: Switching B l



Network B:

< C Y A Givenlidegil | 172.16.1.1/#system

wem Software Tools

i Uygulamalar

Device status

= Alarm counter
‘f Basic Settings

®% Luther (2003) - IMDb b iWorkBetter UZAK = Belden Global Catal..

)

= s HO*»$
K Vezlimiar

* @ ¢ @
Hirschmann Autom...

e S B &

@ httpsi//siemens-my... @ PROF. DR KAYA OZ...

Signal contact 1 status

Alarm counter. Alarm counter

system System data

System name
Network

Software Location

Load/Save Contact person

External Memory Device type

Port

Power supply 1

Restart

LED
status

Router-2 ye baglanin Power supply 2 present
staus @
Hirschmann EAGLE Uptime 0d 2h 38m 03s
) Power
Hirschmann Automation and Control GmbH Temperature [°C] 45
EAGLE30-0402206TT999TKKVIHSE3F HW: 0z | Upper temp. limit [°C] 70 RM q
defective Lower temp. limit [*C] 0 aca  d

I
L
I
I
I
I
I

@ Time

@ Device Security

@\Q Network Security

"] Virtual Private Network

C Y A Givenlidegil |

Uygulamalar s~ Software Tools & Luther

:

(o} >
v A
T o
-

Routing Table

Tracking

,_
©
A
o
]

<

Loopback Interface

L3-Redundancy

|
L
R
L
|
L
|
|
B
L

5

172.

15 -’-
v

?

w
Hirs¢

16.1.1/#routingGlobal

ub iWorkBetter UZAK  wew Belden Global Catal.. @ https://siemens-my...

(2003) - IMDb

® On O Off

Send echo reply 4
Send redirects v
Rate limit interval [ms] 1000
Rate limit burst size 6

Information

Default TTL 64

o



C Y A Guvenlidegil | 172.16.1.1/#routingPortsConfiguration @ ¢ @O PABE 2 m S N
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Port status

IP address Netmask Routing Proxy ARP MTU valus

O < 0.0.0.0 0.0.0.0 ) ) 1,500
| 0.0.0.0 0.0.0.0 ] 0 1,500
O 0.0.0.0 0.0.0.0 0 ) 1,500
O < 0.0.0.0 0.0.00 ) ) 1,500
Interfaces O ~ 172.16.1.1 255.255.0.0 < O 1,500
I Configuration | 4 190.9.10.2 255.256.255.0 4 B 1,500

| Secondary Interface Addre:

o VPN baglanti portu

Routing Table
Tracking
L3 Relay

L
L oser
|

L

|

& C Y A Givenlidegil | 172.16.1.1/#vpnConnections t @ ¢ O O K 2m s ND»@ :
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() HIRSCHMANN

Traffic
selector Status
index

Destination
address
(CIDR)

— VPN Destination

restrictions

Traffic selector Source address Source

description (CIDR) restrictions Verslon Startup

Bsponder

@ Device Security

@é Network Security

]

[ Virtual Private Network
| Overview

| Certificates

I Connections
8 switching

\
Routing .

| Global

I— Interfaces



VPN configuration

| VPN index VPN description Remote host Operational status Startup
BT )

1 »

VPN index 1

@

VPN description VPN

(2)

VPN configuration

1. Create or select entry Authentication type

Authentication psk v
2. Authentication type:

Pre-shared key (PSK)

3. Endpoint and traffic selectors

Pre—shared |V ——
4. Advanced configuration (PiQ: —4 Sifre: 123456abcdef )

Confim: | seeeeees

v Change

Local Certificate

Encrypted Private Key

Certificate Authority

Pass Phrase Confirm: v Change

(Private Key):




VPN configuration

1. Create or select entry

2. Authentication

3. Endpoint and traffic selectors

4_Advanced configuration

Satin ekle ve
Next

Endpoints

Remote endpoint 190.9.10.1 Uzak cihazdaki VPN portu
Local endpoint 190.9.10.2 Bu cihazdaki VPN portu

Add traffic selector

| Traffic select...
O

Traffic select.. Source addr... Source restri.. Destination a... | Destination ...

1 Anhy Traffic 172.16.0.0/16 any/any 10.0.0.0/8 any/any

Traffic selector Traffic selector

(L)

| Any Traffic .

index description:

Source address Source

(CIDR) (172.16.0.0/16 ] S ition: anylany
Destination Destination (anylany
address (CIDR) ( 10.0.0.0%8 ) restrictions:

VPN configuration

1. Create or select entry

2. Authentication

3. Endpoint and traffic selectors

4. Advanced configuration

General

Dikkat: Diger

Magn Smels] cihazda initilator

secilmigti.
IKE/Key-exchange Bu cihaz da

) Responder olacak
Version: ikev2 v  Startup: responder
IKE local IKE local ID: :

dd v

identifier type address useri@gmail
Remote identifier | . 44ress -~ Remote ID user2@gmail
type:
IKE exchange main + IKE key modp1024 IKE integrity hmacshal
mode: agreement (MAC)
IKE encryption: aes128 +~ DPD timeout[s]: 120 IKE lifetime [s] 28300

IPSec/Data-exchange

IPsec key modp1024 IPsec lifetime [s] 360
agreement
IPsec integrity hmacshal + |IPsecencryption:  _.o128 -

(MAC):

I:I_. Cancel

@Next "‘-‘f‘ Finish



Navigation

RSe[|

P
@ Time
@ Device Security
@‘e Network Security
) Virtual Private Network
I Overview
I Certificates
| Connections
28 switching
@ Routing
I Global

L Interfaces

VPN configuration

() HIRSCHMANN

VPN Connections

Traffic Destination

VPN Hbinl - Traffic selector | Source address | Source - Destination | . ot
description soocior e description (CIDR! restrictions b restrictions orsol iy
index CIDR)
VPN 4 ikev2 responder
| 1 Anhy Traffic 172.16.0.0116 anylany 10.0.0.08 anylany

VPN'i aktif etmek icin satin secip
Wizard butonuna bas

1. Create or select enfry

2. Authentication

3. Endpoint and traffic selectors

4. Advanced configuration

+ host Operational status Startup Authentication type VPN active

=

Satin segmeden kenara kaydir ve
VPN active tikini isaretle

Sonra satin tiklayip Finish
butonuna kadar next butonuna
bas ve bitir.

4 »
VPN index | ‘0
VPN description I ‘0

I *

Restart
@ Time
@ Device Security
@é Network Security

-
b

Virtual Private Network
I Overview
I Certificates
I Connections
o8 switching

@ Routing

I Global

VPN Overview

Connections (max.) 64

Max. active connections 16

Overview agnostics  Connection errors

Connection
established Local host

[s]

VPN e Used IKE Operational
description VPN active version Startup status

AN

Buradan VPN'in aktif olup
olmadigini kontrol et.
Degil ise bir dnceki iglemi tekrar et.

1| VPN index




Ayni cihaz da Firewall ayarlarini yapacagiz.

<&« C Y A Guvenlidegil | 172.16.1.1/#acliPv4Rules * @ ¢ @ O ® B 2 m s N O
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Source Destination

Index Status 'g’:c‘lfgf“e‘y Soree 1P Detnaton e Protocol TCPIUDP TCPIUDP
port port

@ Time
@ Device Security
@‘ﬂ Network Security

Overview

RADIUS

Packet Filter Kuralin yazilacagi cihaza baglanin ve

igaretli bltime gelin

DoS

[+ isaretine basin ve yénergeleri izleyin. ]
ACL

I IPv4 Rule

I MAC Rule

I Assignment /

o
" g
5. §

L3
i Device unreachable E

Sanae Source Destination
Match every Source IP Destination IP
Index Status ST ST i Protocol TCP/UDP TCP/UDP
port port
[] denem
L Group name deneme bl &
O any any

Index

IPv4 Rule

MAC Rule

!nu Device unreachable ] ACL IPv4 Rule

Source Destination
v latch every Source IP Destination IP 5 - = Packet 2
acket address address Protocol ;(?PJUDP lg: uDP DscP TOS priority TOS mask fragmented Action
172.16.2.100 10.1.1.199 any - any any permit
10.1.1.199 172.16.2.100 ~ = any any permit
i7e) Network Security
I Overview ioMari "
Ip'leri ¢apraz sekilde yaziyoruz

ve Permit geciyoruz.

Bu yazilan ip'ler diginda network
te hig bir cihaz diger network'e
ulagamayacak.

L RADIUS

L Packet Filter
L Do$S
L ACL

Bu senaryo da
10.1.1.199 IP'li bilgisayar, diger network te
sadece 172.16.2.100 cihazina ulagabilsin

I 1Pv4 Rule

I MAC Rule



ACL Assignment

Group name Type Port VLAN ID Direction Active
L Do$S
L E
ACL Kuralin galisacagi
I T portu atiyoruz.
ul
'-d: Virtual Private Network
o8 switching
HIA
ACL Assignment
' - |EI [ Group name Type Port VLAN ID Direction Priority Active
(Il ip 15 inbount 1 N B n - =
- Segilen port I¢ network(in bagh oldugu port

v Device Security

Network Security

Port/VL, 15
Priority 1
RADIUS Direction inbound

L Packet Filter

L Do$S
L ACL

Group name denem (1)

I IPv4 Rule
Ok butonuna bastiktan sonra kural ¢aligmaya

I MAC Rule baslayacaktir.

I Assignment

Virtual Private Network

Switching




